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The ACSP Teamwi || be in Washington, D.C next week for the Navigating Space
Law and Policy Bootcanp. W recommend this event for anyone interested in
commerci al space working with or within the United States. Wa??l | cover who
you need to talk to, how you need to talk to them and what information you
need to know before you start. There are five in-person spots left in
addition to our virtual attendance option. W hope to see you there.

GET _TI CKETS NOW

SPACE SITUATIONAL AWARENESS

O fice of Space Conmmerce Provides an Update on TRACCS Wil e Europe Looks to
Private Sector

e The O fice of Space Commerce provided a video update on its progress in
devel oping the Traffic Coordination System for Space (TRACCS) that wll
enable ita??s future role as the civilian agency responsi ble for space
si tuational awareness and space traffic managenment. Meanwhile, the first
Eur opean conmerci al space situational awareness nission |aunched. The
spacecraft is equipped with tel escopes and ains to provide real-tine
data of the | ocal space environnent.
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https://acsp.ticketspice.com/navigating-space-law-and-policy
https://aviationweek.com/defense-space/space/commerce-department-has-plan-control-space-situational-awareness
https://www.opp.today/news2/endurosat-partners-with-vyoma-for-ssa-mission/7704/
https://www.opp.today/news2/endurosat-partners-with-vyoma-for-ssa-mission/7704/
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e Wiy it Matters to You: If you have operational space craft in LEQ any
devel opments in space situational awareness can only hel p ensure that
your assets are safe and that you are infornmed if any loomng threats
arise. This news also highlights the need for public and private as well
as donestic and foreign investnent into mapping our |ocal space
environnent. Finally, ita??s inportant to be aware that, for maybe the
first time ever, soneone el se may be watching your spacecraft nove
around in orbit.

Intelligence Agencies Starting to Monitor Space Debris

e Speaki ng of being watched, U S. intelligence agencies are taking a new
interest in the potential national security inplications of space
debris. As space continues to integrate itself into everyday life and
geopolitical adversaries devel op space weapons and count er neasures, it
is not surprising that intelligence agencies are paying attention to the
potential consequences of space debris.

e Wiy it Matters to You: As always, U'S-{CGovernnent interest in space can
| ead to business opportunities. But this is nore relevant to nost
st akehol ders because it reflects the growing interest in space fromthe
wi der defense comunity. |If space debris beconmes a national security
priority, the current rules and regulations could get stricter and nore
invasive. It is sonething that any operator, particularly those in LEQ
shoul d keep an eye on.

ECONOMICS OF SPACE

U.S. Governnent Rel eases Econom ¢ Data Donestic Space Econony

e The U. S. Bureau of Econom c Analysis rel eased updated statistics for the
donestic space industry from 2012-2021. This governnent overview takes a
sober |l ook at the industry and breaks out in detail what it is
anal yzing, giving you an opportunity to understand why this assessnent
may not be in line with nore optim stic, comrercial analyses of the
i ndustry.

e Wiy it Matters to You: The U. S. space industry has had a staggeringly
successful decade, going froman afterthought to front page news with
t he devel opnent of new NGSO earth observation and broadband satellites,
along with a slew of other innovations and new busi ness nodel s. However,
there is value in review ng economc figures froma source that has no
incentive to encourage its audience to spend and di scerning readers w |
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https://www.opp.today/news2/why-the-intelligence-community-is-concerned-by-the-proliferation-of-space-debris/12961/
https://apps.bea.gov/scb/issues/2023/06-june/0623-space-economy.htm
https://apps.bea.gov/scb/issues/2023/06-june/pdf/0623-space-economy.pdf
https://apps.bea.gov/scb/issues/2023/06-june/pdf/0623-space-economy.pdf
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note that the picture painted here is |less rosy than others. Making
noney in space is hard, sustaining a business in space is hard. And when
you set out to start a space business, or grow an existing one, it is

i nportant to have a cl ear understandi ng of the industrya??s economc
envi ronnent .

FCC

FCC Reqgul atory Fees Order Published

e The FCC published its Oder for regulatory fees in the Fiscal Year of
2023. Any satellite or earth station |icensee who held a license prior
to Decenber, 2022 will owe fees under the Order.

e Wiy it Matters to You:(Regulatory fees for certain space station
| icenses or market access grants /Can be an outsized cost for all but the
bi ggest space operators. The annual-fees nust be properly budgeted for
existing licensees. Potential |icensees should understand those costs
before filing any applications. This Order adopts the fees proposed in
the NPRM but notes that further evaluation of space station fees for
certain NGSO and | SAM systens may be called for in the future.

CYBERSECURITY

U.S. Government Raises Concerns About Hackers Taking Over Satellites

e A nunber of intelligence agencies recently rel eased a 2-page advi sory
war ni ng space conpanies that they are increasingly the target of
cyberattacks ordered by foreign governnents. The warning i s non-
specific, and focuses on best practices. However, a parallel effort to
allow friendly hackers to try and penetrate a U.S. governnent
satellited??s systens gives a sense of what the U S. governnment is
concer ned about.

e Wiy it Matters to You: The Ukrainian conflict has denonstrated that
satellite networks can be vulnerable to certain kinds of cyber-attacks.
However, these recent devel opnents show the U S. government is concerned
about hackers taking full control of an on-orbit satellite. This
newsl etter |acks the sophistication to evaluate whether this threat is
serious but spacecraft operators nust be aware that the U. S. governnent
believes this threat is real. It may only be a matter of tinme before
t hese concerns turn into requirenents for securing governnent contracts.
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https://www.fcc.gov/document/fy-2023-regulatory-fees-report-and-order
https://docs.fcc.gov/public/attachments/FCC-23-66A1.pdf
https://therecord.media/fbi-warns-of-space-cyberattacks
https://www.dni.gov/files/NCSC/documents/SafeguardingOurFuture/FINAL%20FINAL%20Safeguarding%20the%20US%20Space%20Industry%20-%20Digital.pdf
https://www.politico.com/news/2023/08/11/def-con-hackers-space-force-00110919
https://www.politico.com/news/2023/08/11/def-con-hackers-space-force-00110919
https://www.wired.com/story/viasat-internet-hack-ukraine-russia/
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SOLAR WEATHER

Solar Flares Continue to DisruptSatellite Operations in LEO

e At | east one commercial operator with a satellite in LEO had its
satellites de-orbit earlier than anticipated due to the recent sol ar
weat her. It seens likely that another experinmental satellite was pushed
into the atnosphere ahead of schedule due to the suna??s activity. As
previously noted by this newsletter, this solar cycle has the potenti al
to be far nore disruptive than anti ci pat ed.

e Wiy it Matters to You: Any operator in LEO should be m ndful of the
potential environmental inpacts of solar activity. There is a push from
earthly bound bodies, primarily the FCC, to keep LEO satellites in a
relatively low orbit tolensure tinely post-m ssion disposal. However,
those |l ower orbits | eave satel.lintes~susceptible to the suna??s
envi ronmental influence, potentially/accel erating de-orbit tinmelines
before the end of a satellitea??s operational lifetime. The solution is
not yet clear, perhaps solar activity can be incorporated into post-

m ssi on di sposal show ngs, but LEO operators nust be prepared for the
possibility that the sun will nove their spacecraft around or even
disrupt its power.

ITAR

Departnent of Justice Files Lawsuit of Refugee Hiring Practices

e The Departnent of Justice recently filed a | awsuit agai nst one of the
bi ggest space conpanies in the world, SpaceX, for its hiring practices
related to refugees and asylees. This is the result of a years-Iong
i nvestigation and centers on a dispute regarding whether I TAR permts
space conpanies to hire refugees and asyl ees. Rather than wade into
| egal issues this newsletter is only passingly famliar with, we wll
defer to the experts on this issue.

e Wiy it Matters to You: Every space conpany lists job postings and every
space conpany woul d prefer that those postings not invite the scrutiny
of the Department of Justice. It seens that there are practical ways to
avoid litigation fromthe U S. Government and it is well worth the
upfront cost to nake sure your hiring practices are in line with
applicable U S. law. O herw se, the consequences coul d be severe.
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https://techcrunch.com/2023/08/04/capellas-earth-imaging-satellites-are-deorbiting-faster-than-expected/
https://satproviders.com/news/capellas-earth-imaging-satellites-are-deorbiting-faster-than-expected-3/161239/
https://satproviders.com/news/capellas-earth-imaging-satellites-are-deorbiting-faster-than-expected-3/161239/
https://satproviders.com/news/capellas-earth-imaging-satellites-are-deorbiting-faster-than-expected-3/161239/
https://phys.org/news/2023-08-satellite-built-low-cost-space-junk.html
https://phys.org/news/2023-08-satellite-built-low-cost-space-junk.html
https://acsp.space/newsletter/june-2023/
https://acsp.space/newsletter/june-2023/
https://www.earth.com/news/giant-sunspot-may-soon-disrupt-earths-power-grids/
https://www.satellitetoday.com/government-military/2023/08/24/department-of-justice-sues-spacex-for-hiring-discrimination-against-refugees/
https://www.linkedin.com/posts/jack-shelton_how-to-post-an-itar-job-listing-without-illegally-activity-7100868095761625088-kdJm?utm_source=share&utm_medium=member_desktop
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LUNAR MISSIONS, LOST AND LANDED

Race to the Moon Ends in Heartbreak for Russia, Jubilation for India

e As |ikely everyone reading this particular newsletter knows, both Russia
and I ndia sought to becone the fourth country to successfully [and on
the noon in the last nonth (the first three being the U S., the USSR
and China). Wile Russiaéd??s |ander net the sane fate as ispacea??s
crashed | ander, India acconplished what few had done before and | anded
snoot hl y.

e Wiy it Matters to You: Indiais an ascending space power and its moon landing is only

ISRO&?7?s latest accomplishment. Without a doubt, India will have a major role in the economic
development and scientific exploration in space in the 21st century. This will give it significant
sway in the international space arena. Whether it chooses to align itself with the U.S. or chart a
more independent path will have meaningfulimplications for space policy in Eartha??s orbit and
beyond.
A smaller consideration is simply that there is now another administration using spectrum on the
moon to transmit data. For companies seeking to operate in cislunar or lunar space, that means
there will be another country to coordinate with and operations that you may have to protect. Be
mindful of this as you develop your communications architecture.
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https://www.msn.com/en-us/news/world/kremlin-plays-down-moon-landing-failure-says-space-programme-will-continue/ar-AA1fVjEu
https://www.navhindtimes.in/2023/08/26/opinions/opinion/propelling-indian-space-economy/

